INFORMATIONSECURITYAND PRIVACYADVISORYBOARD

Established by the Computer Security Act of 1987
[Amended by the Federal Information Security Modernization Act of 2014]

MEETING AGENDA
July 12-13, 2023
Department of Interior Conference Center
Stewart Lee Udall Building, 7" Floor — South Penthouse
1849 C Street, NW, Washington, DC 20240

*Please note: Speakers/times are subject to change without notice.

Wednesday, July 12, 2023

10:00 A M.

10:15 AM.

10:45 AM.

11:00 A.M.
11:15 AM.

11:45 AM.

12:00 P.M.
1:00 P.M.

1:45 P.M.
2:00 P.M.

10:15 AM. Welcome and Opening Remarks
Board Introductions and Member Updates on Recent Activity
Review of Schedule and Discussion of Potential Issue Areas

Steve Lipner, Chair, ISPAB
Executive Director, SAFECode

Board Members
10:45A.M.  Welcome from the NIST Director
NIST Priorities for the Future

Dr. Laurie Locascio, NIST Director, and
Under Secretary for Standards and Technology

11:00 AM. Board Questions for NIST Director

11:15 AM. Break
11:45PM. [ITL Update

Jim St. Pierre
Acting Director of ITL, NIST
12:00 P.M.  Board Questions for ITL Director

1:00P.M.  Lunch
1:45P.M.  NASA Secure by Design Use Case with Risk Management Framework

Dr. Kymie Tan, Chief Cybersecurity Engineer, Jet Propulsion Laboratory,
NASA, Engineering & Science Directorate
Dr. Rey Anzaldua, Program Executive for Information Security,
NASA, Science Mission Directorate
2:00 P.M Board Questions on NASA Secure by Design
2:30P.M.  USG Federal Policy Priorities for Privacy

Deirdre Mulligan, Deputy Chief Technology Policy Officer for Policy,
White House Office of Science and Technology Policy (OSTP)
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Wednesday, July 12, 2023
230 PM. — 2:45P.M. Board Questions for WH Policy CTO

2:45PM. — 330PM. NIST Cybersecurity and Privacy Update

Mathew Scholl, NIST
Kevin Stine, NIST
330PM - 3:45PM Board Q&A and Discussion on NIST Update

3:45PM. — 4:15PM. Public Comment Period
4:15 P.M. Day 1 Adjourned
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Thursday, July 13, 2023

10:00 A.M.

10:30 AM.
10:45 AM.

11:15 AM.
11:30 AM.

12:00 P.M.

12:15 P.M.
1:15P.M.

1:45 P.M.
2:00 P.M.

2:15P.M.

2:45P.M.
3:00 P.M.
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*Please note: Speakers/times are subject to change without notice.

10:30 AM.

10:45 AM
11:15 AM.

11:30 AM.
12:00 P.M.

12:15 P.M.
1:15 P.M.
1:45 P.M.

2:00 P.M.
2:15 P.M.

2:45P.M.

3:00 P.M.
3:30P.M
3:30 P.M.

AI/ML and Security and Privacy

Dr. Dewey Murdick
Executive Director, Center for Security and Emerging Technology (CSET)
Georgetown University

Board Q& A/Discussion on AI/ML Security and Privacy
JCDC and DHS Secure-by-Design and -Default

Emily Paull, Cyber Operations Planner, Future Plans,
Joint Cyber Defense Collaborative (JCDC)
Board Q& A/Discussion on JCDC

Software Attestation

Mitch Herckis, Office of Federal CIO, OMB
Yejin Jang, Office of Federal CIO, OMB
Jeremy McCrary, Office of Federal Procurement Policy, OMB

Board Q& A/Discussion on Software Attestation
Lunch

Update on NIST Privacy Engineering Program and Privacy Enhancing
Technologies (PETS)

Naomi Lefkovitz, NIST Privacy Engineering Lead
Angela Robinson, NIST Cryptographic Engineer
Board Q& A/Discussion on PETS

Break
National Strategy Update

Nick Leiserson, Assistant National Cyber Director for Policy and Programs
at the Office of the National Cyber Director (ONCD)

Drenan Dudley, Assistant National Cyber Director for Budget Review and
Assessment, ONCD

Board Q& A/Discussion on National Strategy

Board Work; Recommendations; Next Meeting Planning

Meeting Adjourned
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